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& C # ics-oms.ai.xiaomi.com/vcs-outbound#/task-management
Ml WEEFRMEREK ¥ JKREISFROIMNE ~ LESER O RE
O FMRES ES52M ESRE £S5 FFiaRdE

[w ﬂ Elements Console Sources Network Performance Memory Application Security Lighthouse Re
® © W Q [(JPreservelog [ Disablecache Nothrotting v = 4 ¥

Filter () Invert [] Hide data URLs All Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manifest C
| 100 ms 200 ms 300 ms 400 ms 500 ms 600 ms 700 ms 800 ms 900 ms 1000 ms
e H

Name X Headers Preview Response Initiator Timing Cookies

[E ves-outbound v General

[#] preload.css

[7] app.3c6878c4.css
app.c348a6cl.js
chunk-vendors.f88f44ed.js

[[] chunk-39be9496.i60f63e8.css

[ chunk-73afdd18.7082850c.css

[] chunk-d5441e7a.3684a533....

[ setting.b33a203a.css

[J chunk-2d21f821.589b48e6.js

[] chunk-39be9496.6ebfc91a.js

[J chunk-73afdd18.305306f1.js

[[] chunk-d5441e7a.7bde8d64.js

[ setting.21559000.js

[] env

[J userinfo

B mi.5618aa41.svg

[7] icons.f6121be5.woff2

[ favicon.ico

[[] userPermissions

chunk-73afdd18.7082850c.css
chunk-73afdd18.305306f1.js

chunk-39be9496.160f63e8.css
chunk-39be9496.6ebfc91a.js

[] tree

[7] element-icons.535877f5.woff

Request URL: https://ics-oms.ai.xiaomi.com/vcs—outbound
Request Method: GET

Status Code: @ 304

Remote Address: 10.132.99.229:443

Referrer Policy: strict-origin-when-cross-origin

v Response Headers

date: Thu, 07 Jul 2022 06:45:27 GMT
etag: "629f48c8-8a7"

last-modified: Tue, 07 Jun 2022 12:47:84 GMT
server: MonKing/3.14

X-proxy-node: 079554AE75FA3057

xiaomi-security-center: if any vulnerability found, go https://sec.xiaomi.com

v Request Headers

:authority: ics-oms.ai.xiaomi.com

‘method: GET

path: /vcs-outbound

:scheme: https

accept: text/html,application/xhtml+xml,application/xml;g=0.9, image/avif, image/webp,.
accept-encoding: gzip, deflate, br

accept-language: en-US,en;q=0.9

cache-control: max-age=0

cookie: _aegis_cas=eyJhbGci0ilIUzUxMiIsInRScCI6IkpXVCI9. eyJuYmYi0jE2NTcxNzYyODYsImlhe
cCI6ImNhcyIsINN1YiI6InpoYW5nbGlud2VpIiwiZGVOYW1sIjoi2Fx1MDAXNOFcdTAWMDM8bUKsmMdnd Lx]
195d cdTAWMDJ iN1xIMDAXYpGmZbWG-WnE2VWAS7ZccmxTXCIRWEKWz-P6MI7CNfObxVI5Iy Ltuefe0zVWaG-
Ly2SREVN1cdTAWMTFBtFx1MDAWNdqZ1tj6bY-85T1WLn3QXHUWMDFmSMxPj3dbj LxIMDAxYd2k3vIcc Lx1ML
DTItClute9Li50xjNNIXHUWMDBMIyZ cdTAWMDDAPMF jvYXOLpVSbGNwdzCVilxIMDAXY ] fu728sXG5cdTAwN
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htp . example.com

Scheme L}Doma/n Name Port Path to the file

HTTPi% Kk
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AP, Xt SCHELAHTML
#IEE HAY, A3150FTK, 7
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IBEEHT TP1MY

2T TCPRINAETMX

L}Anchor

Parameters

Network Topology

goet — Router — Router — H%St

Data Flow

Application process-to—process Application

l T

Transport L h_Qst-_t_Q:h_O_S_t_ ______ i Transport
Internet Internet Internet Internet
Link Link Link Link

: 80 /path/to/myfllehtml 7key1 =value1 &key2=va|ue2 _ l‘ Ethernet Sa;:tigﬁirt'e, Ethernet J

etc.

www.oreillycom
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Web document
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— | Webserver
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Length
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& Content—-TypeflContent-

|

GET /index.html HTTP/1.1\r\n
Host: localhost:8888\r\n
User-Agent: curl/7.77.0\r\n
Accept: *x/*\r\n

\r\n

POST /greeting HTTP/1.1\r\n
Host: foo.com\r\n

Content-Type: application/x-www-form—-urlencoded\r\n
Content-Length: 13\r\n

\r\n
say=Hi&to=Mom

HTTP/1.1 200 OK\r\n
Content-Type: text/html\r\n
Content-Length: 142\r\n
\r\n

<!DOCTYPE html>

<head>
<meta charset="UTF-8">
<title>Hello</title>
</head>
<body>
This is index page.
</body>
</html>
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Frame 195: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits) on interface en@, id 0
Ethernet II, Src: Apple_03:c0:96 (3c:06:30:03:c0:96), Dst: NewH3CTe_66:68:01 (34:6b:5b:66:68:01)
Internet Protocol Version 4, Src: 10.224.223.58, Dst: 120.92.65.45
Transmission Control Protocol, Src Port: 60470, Dst Port: 443, Seq: 1, Ack: 1, Len:
Transport Layer Security
B2 TLSv1.2 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)

Version: TLS 1.0 (0x0301)

Length: 512

Handshake Protocol: Client Hello

Handshake Type: Client Hello (1)

517

’:) Length: 508
. Version: TLS 1.2 (0x0303)

Random: 397683423b228651e588e6a41383afbeldc9df2blalf@e517ecl1f95c0c44820d
Session ID Length: 32

Session ID: 943d42f6ff470cd10014995e813e1350ea28b2fca9df1l4b5753ee7ae661c1974
Cipher Suites Length: 36

Cipher Suites (18 suites)

Compression Methods Length: 1

Compression Methods (1 method)

Extensions Length: 399

Extension: Reserved (GREASE) (1len=0)

Extension: server_name (len=22)

| K

6= T

Fxtension: extended master secret (len=0)

EUD%%Hj 0030 10 00 24 11 00 00 (15)03 012 aaq B0 0L TQJ03 - §- - -v ceeernne

0040 03 39 76 83 42 3b 2 2 8651 €588 et H‘B_B?]a ‘QVeB;". Qe
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) J 0080 19 74 00 24 5a 5a 13 01 13 02 13 03 €@ 2C CO 2b  t-$ZZ-- - - - )
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_ | 7N /WX< 00a0 O 28 c@ 27 cO 14 c@ 13 01 00 01 8f 1la 1la 00 00 - (-'-:-: -creonn

XX =1 00b0 00 00 00 16 00 14 00 00 11 61 70 6d 2e 66 2e 6d - ---- - -apm. f.m

00c0 69 6f 66 66 69 63 65 2¢ 63 6e 00 17 00 00 ff 01 ioffice. cn------

00d0 ©0 01 00 00 @a 00 Oc 00 0a ca ca 00 1d 00 17 00 - -rwvrr «roeens

00c0 18 00 19 00 @b 00 02 01 00 00 10 00 @b 00 09 08 -+ -----+ - noo.

| 0070 68 74 74 70 2f 31 2e 31 00 05 00 05 01 00 00 00 http/1.1 -------

o 0100 ©0 00 Od 00 18 00 16 04 03 08 04 04 @1 05 03 02  --vvvvvr worenee

55 AT (bind) 0110 ©3 08 05 08 05 @5 @1 08 06 06 01 02 @1 00 12 @0 -+ --+v-+ ~wnovnn

6 ) 0120 ©0 00 33 00 2b 00 29 ca ca 00 01 00 00 1d 00 20  --3:4:): +------

\\\\\BYN
\ ‘\\ ﬂ{ %\\ >
// \\ // \\ “ ,, I
oy XXXXHXXKK XXXXKXKK XXXXXXXX => “5127 => 512 ( B]%&~0-999 )
SYN-ACK K \ K \\\
/’ \\ // \\ i \h
6 — XXKHXXXKK XXXKHXXKK XXXXXXXX => 512 ( A ZRR0-28924% 75 )
e : Ay — 3 -
T~ B : S— — — O Bt
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1.SocketBlZ . 4iES
Socket=iRER s ietAy—H

50

EEE ( TCP/UDP ) 1#1=,
1. socket, ¥t socket

2. bind, Z8%E IP U um

3. listen, FFRSIf

4. accept, EWHERE
5.send, AIEHGE
6. recv, EUEGE

T

API, 32T

server_start( port) {
printf(

sockfd = socket!
(sockfd < 0) {
perror(
exit(1)

}

sockaddr_in server_addr
server_addr.
server_addr. = (port)
server_addr. . = (INADDR_ANY)
bind(sockfd, ( sockaddr %) &server_addr
perror( )
exit(1)

(listen(sockfd JR<i@) o
perror(
exit(1)

sockfd

(server_addr)) < 0) {

N 2R \
ISR FRTERF

BERS

..............

..............

(MESEE. WebBR33Es)
Socket]E

(fEixmILE e,
fREIgE) | ARP

FIXENIER
(3=HII-R)

PIIEEE(HI R
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sockaddr_in client_addr

socklen_t client_len = (client_addr)

/ hw s u V2 = LU NA— 157 client_sockfd =|accept($erver_sockfd, ( sockaddr *) &client_addr, &client_len)
/I . 'f)EfK}KR ( accept ) %Jj Mﬁ,ﬁbj:ﬁ (client_sockfd < 0) {

7 s TO /— s (
2. FEZERITIEK exit (1)

client_sockfd

server_sockfd = server_start(

(1) {

client_sockfd = accept_conn(server_sockfd)

pthread_t new_thread

(pthread_create(&new_thread *)handle_conn, ( *) (intptr_t) client_sockfd) != 0) {
perror(
exit(1)
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Content-Lengt

*read_request( client_sockfd) A{

raw_request| ]

ssize_t

TODO 1EMZEENGEREIEK

((recv_1len =
perror(
exit(1)

strdup(raw_request)

", EEFENEERENTD
2B Content-Lengthai & 5,2 AGET, NIE

Ijtls*a

#l==170

J455R
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HTREE

POST /greeting HTTP/1.1\r\n
Host: foo.com\r\n

—ncoding: gzip,

S

Sef=as]
™ 2Z

Content-Type: application/x-www—form-urlencoded\r\n

Content-Length: 13\r\n

\r\n
say=Hi&to=Mom

XJ

http_request_t *parse_lrequest( xraw_request) {
http_request_t *request = (

(request izeof( t http_request_t));

size_t method_1len strcspn(raw_request )it

*) malloc( method_len + 1);
(request-> raw_request, method_len);
[method_len] =

raw_request += method_len + ]

request-> = (

request->

size_t url_len = strcspn(raw_request
r xurl = ( *) malloc(
(url, raw_request
urlfurl_len] =
raw_request += url_len + ]

url_len + 1);
url_len);

size_t path_len = strcspn(url £
xpath = ( *) malloc(
(path, url, path_len);
path[path_len] =
request-> = url_decode(path);

path_len + 1);

urlL += path_len + 1;

size_t query_string_len = strlen(url);
*) malloc(
url, query_string_len);

r xquery_string = ( query_string_len + 1);
(query_string
query_string[query_string_len] =

request-> url_decode(query_string);

" http_request_t *) malloc(s

- http_request_t));
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1. A RS AFSRREK ( JLUBEIEkpathiF4&%, 40
/xx.jpeq; alLAnE /html/xx BEEESERIEKR; pathh / —

REERIAT /

ndex.html )

7/

0. BT HHES SRR A RS Rpath, 1S5S EANTH

7
T

3. MRFSHRIRFE, MZEFHSRRFTARASFHEE2000
p; WNREFSRIRAFENEA404 00 M

GET /index.html HTTP/1l.1\r\n
Host: localhost:8888\r\n
User-Agent: curl/7.77.0\r\n
Accept: *x/*\r\n

\r\n

http_response_t *process_request(

printf(

1 f (is_static_request(request)) {
turn execute_file(request);

http_response_t xexecute_file(

printf(

Lf (strcmp(request->

request->

}

*filename = str_concat(HTML_ROOT

) == 0) {

*content = read_file_as_str(filename);

1f (content ==

)

build_response_404();

http_response_t *response = (

response->\
response->
response->
response->
response->
response->
response;

= content;

= strlen(content);

http_request_t *request) {

(int) pthread_self(), request-> request->

http_request_t *request) {

request-> request->

request->

http_response_t *)malloc(si: http_response_t));
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4%”@@&%}%)3}2?% Wg; , \ﬁ SendE : send_response( client_sockfd http_response_t *response) {

xraw_response = response-> ? response-> . gener‘ate_r‘a\\'_r‘esponse(Pesponse)

send(client_sockfd, raw_response, strlen(raw_response) ) < 0) o

perronr( )
exit(1);

HTTP/1.1 200 OK\r\n
7 9&‘\2_ ié}ﬁ Content-Type: text/html\r\n
. B Content-Length: 142\r\n
\r\n

<!DOCTYPE html>
<html lang="en">

Ol

AR EEREConnection: keep—-alive, MIM{EIFF,

/l

<head>
<meta charset="UTF-8">
<title>Hello</title>
</head>
<body>
This is index page.
</body>
</html>
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1. @B curhizdiT =
2 BEidtelneti F: 7ML
3. ®Bidchromedtinizt

curl " T7A L : 1 K.html" --verbose
Tryling ::1:8888...

connect to ::1 port 8888 failed: Connection refused
Trying 127.0.0.1:8888...

Connected to localhost (127.0.06.1) port 8888 (#0)

GET /index.html HTTP/1.1

Host: localhost:8888

User-Agent: curl/7.77.0

Accept: */*

Mark bundle as not supporting multiuse
HTTP/1.1 260 OK

Content-Type: text/html
Content-Length: 142

<!DOCTYPE html>
<html lang="en">
<head>

<meta charset="UTF-8">
<title>Hello</title>

</head>

telnet localhost 8888
Trying ::1...

telnet: connect to address :

Trying 127.0.0.1...
Connected to localhost.

Escape character is '*]'.
GET /index.html HTTP/1.1
Host: localhost:8888
User-Agent: curl/7.77.0
Accept: */%

HTTP/1.1 200 OK
Content-Type: text/html
Content-Length: 142

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<title>Hello</title>
</head>

Bp] o

Connection refused

@O0® @ Helo X
< C @ localhost:8888/index.html
This is index page.

-
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1. CGl (Common Gateway Interface )

2. Java Servlet
3. ERASP ( Active Server Pages )
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M APythontm/EE RIERIA G CGIENIRN

1. 81" python3 —m http.server ——bind localhost ——cgi 8000 < /BaIHT TPARS 28

2. EZEFIBREIE cgi-bin B, FHE cgi-binBR FRE— 1 CGIfIZA hello-cgi.py
3. XZa 281518 http://localhost:8000/cgi-bin/hello—cgi.py?name=Tom

O @ Hello x 4+

— C (@ localhost:8000/cgi-bin/hello-cgi.py?name=Tom

Hello CGI!

cgi, cgitb, os query string data: FieldStorage(None, None, [MiniFieldStorage('name’, "Tom')])

env variables

cgitb.enable()

» PATH : /Applications/Visual Studio
Code.app/Contents/Resources/app/bin:/Library/Java/JavaVirtualMachines/j
maven-3.8.1/bin:/Users/lewis/Software/dotnet-sdk-5.0.400-0sx-x64
__CFBundleldentifier : com.jetbrains.CLion

SHELL : /bin/zsh

TERM : xterm-256color

USER : lewis

TMPDIR : /var/folders/ys/tyk47ysx1v10mObls_sg39vh0000gn/T/
COMMAND_MODE : unix2003

TERMINAL_EMULATOR : JetBrains-JediTerm

LOGIN_SHELL: 1

__INTELLI)_COMMAND_HISTFILE__ : /Users/lewis/Library/Caches/Je
SSH_AUTH_SOCK : /private/tmp/com.apple.launchd .fkDNktaP6l/Listene
XPC_FLAGS : 0x0

TERM_SESSION_ID : 2d326e19-80e6-4472-be07-78¢523c63f2
__CF_USER_TEXT_ENCODING : 0x1F5:0x0:0x0

LOGNAME : lewis

LC_CTYPE :en_US.UTF-8

XPC_SERVICE_NAME : 0

HOME : /Users/lewis

SHLVL: 1

% cgi.FieldStorage())

)
os.environ.keys():
% (key, os.environ[key]))
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forkay:

FERITCGIRNZN

1. 1A=
—1;7 \

Eﬂf@“" BB

ELF )\%D*J\/ ‘ iﬁ_ﬁt

LL

A\
:I:’_J' 7N/

EZEF]:ZEU/IE

3. X

FEdEEHTIES

( (pid = fork()) < 0) {

puts( )H
build_response_500();

(pid
close(parent_child_pipe([1]);

close(child_parent_pipe[0]);

dup2(parent_child_pipe[0]

dup2(child_parent_pipe[1]

method_env[255];
guery_string_env|[2!
content_type_env|2!
content_length_env|:
(method_env
(query_string_env
(content_type_env
(content_length_env
putenv(method_env);
putenv(guery_string_env);
putenv(content_type_env);
putenv(content_length_env);

command|[ 2°
(command request-> );

(execl(command, command, ( x) 0) <

puts(generate_raw_response(build_resp

request->
request->
request->
request->

) {
onse_500()));

close(parent_child_pipe[0]);
close(child_parent_pipe[1]);

(request-> > 0) {
[1]

write( parent_child_pipe request->

close(parent_child_pipe[1]);

TODO =L FfFi8a

@A Mk111-F#3EHR([01500

wait(&rv)

( (n = read(child_parent_pipe[0], raw_response
printf( 13
build_response_5600();

) o
printf(
build_response_500();
}

raw_response[n] =

build_raw_response(raw_response)

request->




query_string = os.getenv(
method = os.getenv(

)tl ';' C G ‘ Hil] ZIK content_type = os.getenv(
- —J

method ==
query_string_pairs = query_string.split( )

1. NSRS ‘Ei*ﬂﬂhttp SkELEBEE s i
2 }\A* IEEFJ /}Ib :'lpkHYI%jzbOdy “iZ;Zal“EiyLLeu |
4#”@@ :J:U* lﬁiﬂutﬂuw orint(

DRI (

content =

% get_student_from_db(name) + \

ytes(content

nt(content

method ==

body
name
age = -]
grade =
content_type:
body_dict = json.loads(body)
name = body_dict| ]

age = body_dict|

grade = body_dict|

‘;JT,( |
rint( r\n")

content = % create_student_in_db(name, age, grade) +

print(content
1t(0)
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181 curh#H Tlha

curl " ]/ | : . D) m"
<html><body><p>6ot the student: {'name': 'Tom', 'age': '20', 'grade': 'A'}</p></body></html>;

curl -H "Content-Type: application/json" -X POST -d '{"name":"John","age":18,"grade":"B"}' "

<html><body><p>Created student: {'name': 'John', 'age': 18, 'grade': 'B'}</p></body></htm1>§
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FastCGIRYT IR

1. FastCGIECGINMEBRRA
FastCGluL.%fE—/\'iEE £

B EIEES

~J I

EMZ P CGIfRRE

iz, Hize@{5@EidSocketit T

s)iSIRAN — CGl

/:I:X; ﬁ%ﬁ'fﬁ*
R, A2FAMEFS

( R
BiXFastCGHfR
Record #1
Record #2 BEGIN REQUEST
Record #3 PARAMS
STDIN
WebBR 5583
Record #1
STDOUT Record #2
STDERR Record #3
END REQUEST
iR [GFastCGINAL
- J

FastCGli#t#g
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-
Fd

Servlet=E -

JavaiESIWebiREssindmiziuN, 1%
-ServietassHHY

BeJava EEREEN., Serviet2iz171-
Javazk,
HT TPy .

-

oo

Servietazs
REINEFNEE ServietiZOSLHE
15 KEREINT N AYServietsSCINZEFHA,

WebZ&zs
HTTP IR5Sss + Serviet 828

ERIEWebZEFPRIHTTPIER, HrraE

=AE[EHEE; IRIE
1T

public interface Servlet {
public void init(ServletConfig config) throws ServletException;
public void service(ServletRequest req, ServletResponse res)
throws ServletException, IOException;
public void destroy();

}

public abstract class HttpServlet extends GenericServlet {
protected void doGet(HttpServletRequest req, HttpServletResponse resp) ...
protected void doPost(HttpServletRequest req, HttpServletResponse resp) ...
protected void doPut(HttpServletRequest req, HttpServletResponse resp) ...
public void service(ServletRequest req, ServletResponse res) ...

4

s ServietiE[]

BigiER=EServietzcil

ZEIANER request
> > eSS
anEServiet, HFEE
Bl < HTTPERSS &2 SerlvetZ=s2 - =
response
EEER - V=S

N
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ServietEas[EEE

Serviet Container

----------------------------

---------------------------------------------------

ERZRE T serviethy, #Aizservietss, FEREINItGE oot

g::—g@lll%

serV|ceT:T,£, ) >%”equest$|]responsei<‘?ﬁ%)\

JsZHttpServiet Qeq uestiiHttpServietResponselysR o

init()
. request lifecycle
: request
Y : |

>~ W=

KX Aserviethy, EREdestroysiL, FHEIFIZE sbiagly

service() l

response




JavafksEssim (JSP ) 2Htt pServletE’]T)ﬁ'?so +F
HttpServietKZ 2

AR — Java Servlet

RN HTTPIEK, FhiR[EIWebm,

PRI RN, Edm5Servietii =8 N AERNHTMLAE,

X25Servietly$H

PNEM A

AMAJavaltiBRER, SREFRRNEZAIHTML T
-ServietRBRINE

E;FEJ .Ei_Efi;L:_._

=HY .

JRRYIZTITH,

JSPTEBERBOL BRI EE N FBiRSS sekki A Serviet, 1£LA

SREMNEEmREARES, JSPEEEX
HINge=EAHTMLABERTN, EESHY

NeEEEE j@/ﬁServlet, m-~EBi5alJSPTRE.
=Serviet.

JSPRIYSCIHR{AIA

Hello.jsp

<html>
<head>
<title>Hello World - JSP</title>
</head>
<body>
<%—-— JSP Comment ——%>
<h1l>Hello World!</h1>
<p>

<%

out.println("Your IP address is "

%>
<span style="color:red">
<%= request.getRemoteAddr() %>
</span>
</p>
</body>
</html>
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if (request.getUri().startsWith("/servlet")) {
// iEservietEZ4biE
new ServletProcessor().process(request, response);

/'/\\' 1, C] |\ } else {
e r\/ e - ~ OO —— new StaticResourceProcessor().process(request, response);

}
/I \ QA{% \l/ j] S OO0
. %]J H U= D$jzcll:l // WEAMEEES
h N . . .
Sl String uri = request.getUri();
2. buﬁger\/letjt String servletName = uri.substring(uri.lastIndexO0f("/") + 1);

3. SLHHEServietX ISR FRITINItEE T R

- URL[] urls = new URL[1];
~E —-% . . 2—:& H=E=+ URLStreamHandler streamHandler = null;
4- -l'J':'J _ SerV|eJ[X‘, SerVICGE/ZA |\{::-L%> File classpath = new File(Constants.WEB_ROOT);
String repository = (new URL("file", null, classPath.getCanonicalPath() + File.separator;
urls[@®] = new URL(null, repository, streamHandler);
loader = new URLClasslLoader(urls);
} catch (IOExcetion e) {

}
// InEiserviet
Class servletClass = null;
try {
servletClass = loader.loadClass(servietName);
} catch (ClassNotFoundException, e) {

}

// EfflftservietTRFNIT

Servlet servlet = null;

try {
servlet = servletClass.newInstance();
servliet.init();
servlet.service(request, response);

} catch (Throwable e) {
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MAC(Message Authentication Code) &z
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SHA-1

DigiCert Global Root CA
RAE 45 A A2 4149
IHARTE): 2031118108 ERE— PEFHEE 08:00:00

us

DigiCert Inc
www.digicert.com
DigiCert Global Root CA

us

DigiCert Inc
www.digicert.com
DigiCert Global Root CA

08 3BEDOS569042 46 B1A1756A CO5991C7 4A
3

# RSANINEEAISHA-1 ( 1.2.840.113549.1.1.5 )

7
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E
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fil MO

FHEEPFIRGT ( 2.5.29.14)
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O3 DES03556D14CEB 66 FOA3E21B1B C397 B2 3D D155

BIEHIRRET (2.56.29.35)
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O3 DES03556D14C BB 66 FOA3E21B1BC397 B2 3D D155
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F1MX

R T B IeIE
 ZHAREHE ( =P imtliRSS in =S IEYLER—T )
-Rpre—masterz$8 ( B2 ) FRAHINEER

BT EFinlE . RS imPETLEFIpre-master® s =""FEl
LY masterzih

5. B EFimfEilE. RS inhEVEFImaster= 58 ="V 206 S
key block#$H ( REXIFRINE =S )

-
HL

4

WS
LI

SCI
BT XFSocket APl acceptiti Tz, KBEFHATIREERED

L

ServerKeyExchange* o
CertificateRequest o

ServerHelloDone o

0 Certificate

0 ClientkeyExchange

>

o CertificateVerify

vvyy

@ [ChangeCipherSpec]

Q Finished
E]

<

B

[ChangeCipherSpec) Q

(int server _sockfd) {

struct sockaddr_in client_addr;
socklen_t client_len = sizeof(client_addr);

Finished \@: ,

rver_sockfd, (struct sockaddr *) &client_addr, &client_len);

n"):

tls_context_t *context = tls_context_init();
context-> = client_sockfd;

if (tls_handshake(context)) {

n", inet_ntoa(client_addr.

ddr)

( x: client_addr.
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ClientHello
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SSL/TLSH

Frame 195: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits) on interface en@, id 0
Ethernet II, Src: Apple_03:c0:96 (3c:06:30:03:c0:96), Dst: NewH3CTe_66:68:01 (34:6b:5b:66:68:01)
Internet Protocol Version 4, Src: 10.224.223.58, Dst: 120.92.65.45
Transmission Control Protocol, Src Port: 60470, Dst Port: 443, Seq: 1, Ack: 1, Len:
Transport Layer Security
B2 TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 512
Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 508
Version: TLS 1.2 (0x0303)
Random: 397683423b228651e588e6a41383afbeldc9df2blalf@e517ec1f95c0c44820d
Session ID Length: 32
Session ID: 943d42f6ff470cd10014995e813e1350ea28b2fca9dfl14b5753ee7ae661c1974
Cipher Suites Length: 36
Cipher Suites (18 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 399
Extension: Reserved (GREASE) (1len=0)
Extension: server_name (len=22)
Fxtension: extended maqfer secret (len=0)

517

0030 10 00 24 11 00 00&6]03 01)(02 oo)0l(00 01 fc)Jo3 - - --

0040 03 39 76 83 42 3b 22 86 51 e5 .: eb a af ‘Qv:B;": Qe
0050 be 14 c9 df 2b 1la 1f e 51 7e cl f9 5¢c 0c 44 82 siasgres Qnes\ D>
0060 0d 20 94 3d 42 f6 ff 47 0c dl1 00 14 99 5e 81 3e + =BG v ~Ne>
0070 13 50 ea 28 b2 fc a9 df 14 b5 75 3e e7 ae 66 1c Pe(evers iU f:
0080 19 74 00 24 5a 5a 13 01 13 02 13 03 c@ 2c c@ 2b t-$Z2Z-+ o ,+
0090 cc a9 c@ 30 cO 2f cc a8 «cO 24 cO 23 cO 0Pa co 09 vee@efe S #

00ad cO 28 cO 27 c0 14 co 13 01 00 01 8f l1la 1la 00 00 N
00b® 00 00 00 16 00 14 00 00 11 61 70 6d 2e 66 2e 6d e -apm.f.m

00cd 69 6f 66 66 69 63 65 2¢ 63 6e 00 17 00 00 ff 01
00d0 00 01 00 00 0a 00 Oc 00 0Oa ca ca 00 1d 00 17 00
00e0® 18 00 19 00 0b 00 02 01 00 00 10 00 O0b 00 09 08

Frame 16: 255 bytes on wire (2040 bxts), 255 bytes captured (2040 bits)
Ethernet II, Src: Apple_2a:d5:d9 (8c:85:90:2a:d5:d9), Dst: D-LinkIn_1b:e@:30

=8

b

» Internet Protocol Version 4, Src: 192.168.0.145, Dst: 103.235.46.39

» Transmission Control Protocol, Src Port: 53189, Dst Port: 443, Sea: 1. Ack:
v Secure Sockets Layer R RIEFENED

00fo 68 74 74 70 2f 31 2e 31 00 05 00 05 01 00 00 00 http/1.1 --::::--
0100 00 00 0d 00 18 00 16 04 03 08 04 04 01 05 03 02 v rrr soveinn
0110 @3 08 05 08 05 05 01 08 06 06 01 02 01 00 12 00 -« xx +rrrvrnn
0120 00 00 33 00 2b 00 29 ca ca 00 01 00 00 1d 00 20 B LR

1, Len: 201

¥ TLSv1l.2 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)

Version: TLS 1.0 (0x0301)

Length: 196

v Handshake Protocol: Client Hello

Handshake Type: Client Hello (1)
Length: 192
Version: TLS 1.2 (0x0303) TLS 1.28%

» Random: eal@@ce266a198303aab77fdal5c4a6f46158a4ef558728e...

\BF DX

Client Hello

HEFPEERNASPFETNR S

Session ID Length: ©

Cipher Suites Length: 28
» Cipher Suites (14 suites) EFFINLIKE N T ZIFAINENE

Compression Methods Length: 1 e
» Compression Methods (1 method) BT MEMRERTE
Extensions Length: 123
Extension: Reserved (GREASE) (len=0) RWFEE
Extension: renegotiation_info (len=1) EHAMHEHHIY
Extension: server_name (len=18) iNRAEZHEN
Extension: extended_master_secret (len=0)
Extension: SessionTicket TLS (len=0) JR%HMEFsession ticketdlHlaiE,
Extension: signature_algorithms (len=20) FEFMEHNERhash %
Extension: status_request (len=5)
Extension: signed_certificate_timestamp (len=0) % & iF456:1 60
Extension:
Extension:
Extension:
Extension:
Extension:

channel_id (len=0)

ec_point_formats (len=2)
supported_groups (len=10)
Reserved (GREASE) (len=1)

VY7999V 9 9UDUVYYVYY

0030 20 00 31 7d @0 00 16 03 01 00 c4 01 00 00 co 03 o1}, RS
0040 03 ea 10 Oc e2 66 al 98 30 3a ab 77 fd al 5¢ 4a

B 2iBsession ticketiEE], IAIBREFEMEEP

application_layer_protocol_negotiation (len=14) fiHEHEMNIYHTTR

session id: BEESMWENE, NMREEFEhelloi# B session idFRHZE »
REAFIE BB F AN - BBEFLUANDBEFOELEMER  RBEATEFIE -
session id A% » HIAEHIEENEE » BERTENHRTIRE »

S PNBEE(Cipher Suite) 815 T FTRESHENE:

1. authentication (JAIEW;%)

2. encryption (hNEEM% )

3. message authentication code (;HBiMENENE WIRMAC)
4. key exchange (B{AZZRN%)

5. key derivation function (L% NE)




SSL/TLSHMY

1.
2.

z
1.
2

L1

=F LR — ServerHello
IR43

\ifg A IR
IR S5 imbEHLEY
AV A

Flumtz I

IRFEIR S RPEN 20

BT AEN, BRI FRIIZFIXIFRIN
%ﬁ:i*ﬁ:

Wireshark - Packet 18 - https_baidu

4 vYYVvYYyY

Frame 18: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)

Ethernet II, Src: D-LinkIn_1b:e@:30 (1@:be:f5:1b:e@:30), Dst: Apple_2a:d5:d9 (8c:85:90:2a:d5:d9)
Internet Protocol Version 4, Src: 103.235.46.39, Dst: 192.168.0.145

Transmission Control Protocol, Src Port: 443, Dst Port: 53189, Seq: 1, Ack: 202, Len: 1460
Secure Sockets Layer

v TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 80
v Handshake Protocol: Server Hello

YyVYyVYVY

Server Hello

Session ID:

1) MREFPEhelloF RiXsession id, BBEMAFDTEE,
EimEZNSIEIRS.

1.1) ¥&8pETH, BESBIEIREIEF Ysession id »

1.2) REFRY, BBEEFERERS,

Handshake Type: Server Hello (2)
Length: 76

Version: TLS 1.2 (0x@303)
Random: ¢cc2528959374889
Session ID Length: @

Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (@xc@2f)
Compression Method: null (@) MERIBVELEFE: nulli&H
Extensions Length: 36

Extension: server_name (len=0)

Extension: renegotiation_info (len=1) E#HEMENHN

Extension: ec_point_formats (len=4)

Extension: SessionTicket TLS (len=0) Session Ticket &, TIFESEZIHXMWAR, HBPARE
Extension: application_layer_protocol_negotiation (len=11) mmmmHivHTTRP

TLS 1.2k &
631dfc6d6fbo55c9edbca. . BB EMI2 T TR

BB 55 0 M P i¥hellof)

cipher suitetRiiF—1

MBEL, MRBEHRYE E—R
®i&, MEEF E—RIEEN

MEBES.

%-ff}%iﬂ; 3%743 @lﬁ &A
TLS_ECDHE_ RSA WITH AES 128 GCM SHAZSB
TR i B MAC:&PRF
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L

N

7\

-
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SLARIL

sy
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O8]k

SSL/TLSHM.

&
=
<
K
o
i

E=F I3 - ServerCertificate
BRS3 1

-

Version: TLS 1.2 (0x0303)
Length: 3579
v Handshake Protocol: Certificate
Handshake Type: Certificate (11)

Length: 3575 W= PIEH R P AIES,

Certificates Length: 3572 8 DTS 20 99148 AE 4548 SR O RO ADIE 45
v Certificates (3572 bytes)

Certificate Length: 2433
v Certificate: 3082097d30820865a003020102020c1c3128e0282332f24b.,. (id-at-commonName=baidu,com,id-at-organizationName=Beijing Baidu Netcom Science Technology ,
v signedCertificate
version: v3 (2) iE¥EAE
serialNumber: Ox1c3f28e0282332f24bbelldd WFHFIH
» signature (sha256WithRSAEncryption) AEH3EAYNIES LAAENEENE
v issuer: rdnSequence (0) iEHmAEmCA
» rdnSequence: 3 items (id-at-commonName=GlobalSign Organization Validation CA - SHA256, id-at-organizationName=GlobalSign nv-sa, id-at-countryName=BE)
> validity EHHZM
v subject: rdnSequence (0) EHIHE: baidu
» rdnSequence: 6 items (id-at-commonName=baidu.com,id-at-organizationName=Beijing Baidu Netcom Science Technology ,id-at-organizationalUnitName=service

v subjectPublicKeyInfo
> algorithm (rsaEncryption) EBISNELFBEBRME AR T EHNZNhash Wik

» subjectPublicKey: 3082010a0282010100c899010ba2debfa2fab21358dcedce... « | | EEITERIEIey
» extensions: 9 items -

> algorithmldentifier (sha256WithRSAEncryption)
Padding: @
encrypted: 6215bab574114029849d40af2e393a04c43de89d698137b, ., WHEM: LEMHERIME ashER
Certificate Length: 1133
v Certificate: 30820469308203512003020102020b040000000001444ef0, .. (id-at-commonName=GlobalSign Organization Validation CA - SHA256, id-at-organizationName=Glok
v signedCertificate
version: v3 (2)
serialNumber: 0x040000000001444ef04247
» signature (sha256WithRSAEncryption)
v issuer: rdnSequence (0)
» rdnSequence: 4 items (id-at-commonName=GlobalSign Root CA,id-at-organizationalUnitName=Root CA, id-at-organizationName=GlobalSign nv-sa, id-at-country
» validity
subiect: rdnSeauence (0)

0000 16 03 03 0d fb 0b 00 0d f7 00 0d 4 00 09 81 30  ........ . iiiiiiO
L ed TCP (3584 bytes) |

)».‘}-\r.e '}' C9)



SSL/TLSHMY

EF A - ServerHelloDone

AR L
kB imAIE
|—I-|ss¢§ %HHI&QLLU S\ 'i_'l:b
NS
fl:lﬁ:m\: H 73 ﬁﬁﬁlgjt—l—
Frame 201: 94 bytes on wire (752 bits), 94 bytes captured (752 bits) on interface en@, id 0

Ethernet II, Src: NewH3CTe_66:68:01 (34:6b:5b:66:68:01), Dst: Apple_03:c0:96 (3c:06:30:03:c0:96)

Internet Protocol Version 4, Src: 120.92.65.45, Dst: 10.224.223.58
Transmission Control Protocol, Src Port: 443, Dst Port: 60470, Seq: 5553, Ack: 518, Len: 40

—

re— Al -
= Pl I
— / ZZ [2 Reassembled TCP Segments (338 bytes): #200(307), #201(31)]
/E% oo o \%,_\_, l:b —— j;m yb E\;'L Y 24 g Transport Layer Security
=< — = N .
'f%':\ Dﬂlijj OO0 l_j‘D—|— y — / Mﬁ'ﬁ} | l/_\_/ 3 /50 Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Server Hello Done

Content Type: Handshake (22)

Version: TLS 1.2 (0x0303)

Length: 4

Handshake Protocol: Server Hello Done



SSL/TLSHMY

——/I| H§5 — < he n‘tKe EXChE 1 n e Frame 233: 414 bytes on wire (3312 bits), 414 bytes captured (3312 bits) on interface 100, id @
_ - 9|Q Null/Loopback

Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.0.1
Transmission Control Protocol, Src Port: 52999, Dst Port: 8888, Seq: 229, Ack: 1195, Len: 358

j

= jLIJ_I SN
%J Mﬁﬁﬁlﬁ v TLSv1l.2 Record Layer: Handshake Protocol: Client Key Exchange
\ p N —_— R Q . |J_|/\ Ny —_— Content Type: Hanc(ishake ;22)
& —_ TORN , j‘ﬂlﬁ v %H # bu' . Version: TLS 1.2 (0x0303
FEVERkpre—master®tH, FEBITRSin N AHTINE o
Handshake Protocol: Client Key Exchange
Handshake Type: Client Key Exchange (16)

Length: 258
RSA Encrypted PreMaster Secret

%Eﬁﬁ}ﬁuﬁ Encrypted PreMaster length: 256
/I \i \j_*Agg ﬂgg?%%” p re . m aSte rz—'té—\l/_ﬁﬁ Encrypted PreMaster: 2aa3d29dbe260e4f4450732f6bfa6366f789bb93db6d39c926ef5a8b29002d8b78e842ea..
. L1
2. BYEFinMELE. RS imbEVEFIpre-masterz B

Hmaster®$g

HIL

Transport Layer Security

RIS &MY — ClientChangeCipherSpec

B
BHIRS I, BEE

SIS

E-PL

S5 il

= FinT N B = EH T

&t




SSL/TLSHMY

IRF LG — ClientFinished

= Fin A& 1x
1. YBIEMABIEFER R IThashiz& 5% hashiE
2. BiImaster-secret®Z$83xthash{@ine, Bflverify data
3. In={&4Hiverify_data

1 1drsmLss101 Lonutroe rrowocog, d5rc rorw: ov4/v, vUsL rorL: 445, D€(g: D010, ACK: D095, LEIl: 140
Transport Layer Security
:S:Z_;JJJ = TLSv1l.2 Record Layer: Handshake Protocol: Client Key Exchange
HE Mﬁ'ﬁ T Content Type: Handshake (22)

Version: TLS 1.2 (0x0303)

N = %& E& Length: 70
/ -'l—J‘I:;lv Handshake Protocol: Client Key Exchange

TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (20)
Version: TLS 1.2 (0x0303)
Length: 1
Change Cipher Spec Message
TLSv1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 40
Handshake Protocol: Encrypted Handshake Message

11N

+II>L

j

Igukverify data, %

B

[§



SSL/TLSHMY

SRS T EMY — ServerChangeCipherSpec

B35 i A%
- ;j:J fﬁj 1‘—- Frame 205: 105 bytes on wire (840 bits), 105 bytes captured (840 bits) on interface en@, id @
\¥%DE \;u_. :é;l:,%ﬁ;l:_n g/Aj] E{gi/_\ Ethernet II, Src: NewH3CTe_66:68:01 (34:6b:5b:66:68:01), Dst: Apple_03:c0:96 (3c:06:30:03:c0:96)
u — / lﬁ'ﬁ, )|:|__>k§ }E) | |:||_|_| HJ Internet Protocol Version 4, Src: 120.92.65.45, Dst: 10.224.223.58
Transmission Control Protocol, Src Port: 443, Dst Port: 60470, Seq: 5593, Ack: 644, Len: 51
Transport Layer Security
TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
E jLu" hwa Content Type: Change Cipher Spec (20)
-] Mﬁ'ﬁ 2L Version:
ersion: TLS 1.2 (0x0303)
Length: 1

/.

St

SR B T NS R THE

Change Cipher Spec Message
TLSv1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 40

EFZER 7 - Serverkinisheo

—

RS A 1%
1. WBIHEMBEF ERHIThashiz&E 5% hashig
2. Eidmaster-secretZ33thash{@in%, 5&verify data
3. InZ{&tiverify _data

= Fimizli

\—

Ignkverify data, #{REl

—

ji ";\{:/E§§L;3EEF?4§ZEE§£iESZ:

+II)L




SSL/TLSHMY

g

N

RN

Frame 207: 568 bytes on wire (4544 bits), 568 bytes captured (4544 bits) on interface en@, id @
Ethernet II, Src: Apple_03:c0:96 (3c:06:30:03:c0:96), Dst: NewH3CTe_66:68:01 (34:6b:5b:66:68:01)
Internet Protocol Version 4, Src: 10.224.223.58, Dst: 120.92.65.45
Transmission Control Protocol, Src Port: 60470, Dst Port: 443, Seq: 644, Ack: 5644, Len: 514
Transport Layer Security
TLSv1.2 Record Layer: Application Data Protocol: http-over-tls
Content Type: Application Data (23)
Version: TLS 1.2 (0x0303)
Length: 509
Encrypted Application Data: 0000000000000001187b8eab9a6c03d28f6b02ad4dec70aedcd3e52c3deb464af34c5e2e4..
[Application Data Protocol: http-over-tls]

FEE IS E M ER, AIcEEINERES (120 XIF
IXISocket API recvilsendfis, BN M T i NS

server_sockfd) ;
client_sockfd) ;
client_sockfd

) ) _t:;EEEEEiﬁﬁggﬂ]

*Msqg) ;




OpensSSL

%i%/ \H%jj /

I IA

w N S
ot

E=S
=

[===] /:Uj/%\ﬁ

H openssl/openssl ' Public

<{> Code

SSL/TLSHMY

A EHICIBRISE . DIREST

PAN

9807 . HSFEANTLSMYSER

() Issues 1.6k

FLINUXEEIR{EZR T

Bl RIHIR T RS

) Sponsor & Watch 946

{9 Pull requests 257 () Actions [ Projects 2 00 wiki @ Security |~ Insights
¥ master ~ ¥ 21branches © 344 tags Go to file Add file ~
f*) cipherboy and hlandau Fixes OSCP->0OCSP typo in ocsp command li... v 2837b19 20 hoursago <Y 31,450 commits
.github Increase test coverage by enabling more build options 6 days ago
Configurations Remove debug and other outdated build targets. 21 days ago
VMS Fix VMS installation - Check the presence of providers in the IVP script 7 months ago
apps Fixes OSCP->0CSP typo in ocsp command line 20 hours ago
crypto http_client.c: fix comment and documentation of the memory BIOs u... 20 hours ago
demos fix for sslecho in demos echoing garbage #18165 2 months ago
dev Use --release in dev/release.sh 2 months ago

= % Fork 8.2k

About

TLS/SSL and crypto library

& www.openssl.org

tls

ssl cryptography

openssl decryption

£ O > 2 B

Readme
Apache-2.0 license
18.8k stars

946 watching

8.2k forks

7 Star 18.8k

encryption

v




SSL/TLSH

curl --cacert cert/certificate.pem " YA ' - 1 2 L" --verbose
Trying ::1:8888...

connect to ::1 port 8888 failed: Connection refused
Trying 127.0.0.1:8888...

Connected to localhost (127.0.8.1) port 8888 (#08)

ALPN, offering h2

ALPN, offering http/1.1

successfully set certificate verify locations:

3,
1. BT OpenSSLAERBESZIED ( BE{FHIRS SIS

2. B curlfEin,
3. BmidwiresharkifEiz

X4

CAfile: cert/certificate.pem

-

CApath: none
TLSv1.2 (OUT), TLS handshake, Client hello (1):
(IN), TLS handshake, Server hello (2):
(IN), TLS handshake, Certificate (11):

TLSv1.2
TLSv1.2
TLSv1l.2 (IN), TLS handshake, Server finished (14):
TLSv1l.2 (OUT), TLS handshake, Client key exchange (16):
2
2

TLSv1l.2 (OUT), TLS change cipher, Change cipher spec (1):
TLSv1l.2 (OUT), TLS handshake, Finished (20):

¥ ¥ ¥ F ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ * ¥ ¥ *

curl --cacert cert/certificate.pem " A | . ] X . " --trace -
Info: Trying ::1:8888...

Info: connect to ::1 port 8888 failed: Connection refused

Info: Trying 127.0.0.1:8888...

Info: Connected to localhost (127.0.8.1) port 8888 (#0)

225 8.110083 127.0.0.1 52999 127.0.0.1 8888 TLSv1.2 284 élient Hello . L Info: ALPN, offering h2

226 8.110098 127.0.0.1 8888 127.0.0.1 52999 TCP 56 8888 - 52999 [ACK] Seq=1 Ack=229 Win=408064 Len=0 TSval=189773451 ] Info: ALPN, offering http/1.1

227 8.114237 127.0.0.1 8888 127.0.0.1 52999 TLSv1.2 105 Server Hello _ ! o ; ; ;

228 8.114255 127.0.0.1 52999 127.0.0.1 8888 TCP 56 52999 - 8888 [ACK] Seq=229 Ack=50 Win=408192 Len=0 TSval=354238387___ Info: successfully set certificate verify locations:

229 8.114703 127.0.0.1 8888 127.0.0.1 52999 TLSv1.2 1192 Certificate —. Info: CAfile: cert/certificate.pem

230 8.114715 127.0.0.1 52999 127.0.0.1 8888 TCP 56 52999 - 8888 [ACK] Seq=229 Ack=1186 Win=407104 Len=0 TSval=354238=== Info: CApath: none

231 8.114724 127.0.0.1 8888 127.0.0.1 52999 TLSv1.2 65 Server Hello Done — ’ ’ ;

232 8.114728 127.0.0.1 52999 127.0.0.1 8888 TCP 56 52999 - 8888 [ACK] Seq=229 Ack=1195 Win=407104 Len=0 TSval=3542387=== Info: TLSv1.2 (OUT), TLS handshake, Client hello (1):

233 8.116749 127.0.0.1 52999 127.0.0.1 8888 TLSv1.2 414 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Messe => Send SSL data, 223 bytes (B®xdf)

234 8.116781 127.0.0.1 8888 127.0.0.1 52999 TCP 56 8888 - 52999 [ACK] Seq=1195 Ack=587 Win=407680 Len=0 TSval=1897734518 T.. 0068: B1 80 86 db B3 83 86 9e 3e 7a 2c bb 8b e7 71
Frame 225: 284 bytes on wire (2272 bits), 284 bytes captured (2272 bits) on interface 100, id @ :
Null/Loopback 0010: fe fc 18 30 ba 01 97 de d2 c5 39 bb 86 9b de
Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.0.1 0020: 1a c8 b8 Bb 68 a5 60 B0 5c cc a9 cc a8 cc aa
Transmission Control Protocol, Src Port: 52999, Dst Port: 8888, Seq: 1, Ack: 1, Len: 228 BB30: 30 cB 2c cB 28 cB 24 cB 14 cB Ba BB 9F B8 6b
Transport Layer Security .

3 TLSv1.2 Record Layer: Handshake Protocol: Client Hello 8048: 39 ff 85 06 c4 80 88 66 81 66 9d 8O 3d 68 35
Content Type: Handshake (22) 0050: cO 00 84 cB 2f cO 2b cB® 27 cB 23 cO 13 cBO 09
K:;gtﬁ?‘zzgs 1.0 (ox0301) 8868: 9e B0 67 B0 33 B0 be BO 45 8O 9c 8O 3c 8O 2f
Handshz;ke Protocol: Client Hello 0070: ba 00 41 cB® 11 cB B7 6O B5 GO B4 cB 12 cb B8

Handshake Type: Client Hello (1) 0080: 16 0O Pa GG ff B1 GG GG 56 GO GO B Be B8O OBc
Length: 219 .

Version: TLS 1.2 (8x0303) 0090: B0 B9 é6c 6F 63 61 6c 68 6F 73 74 BO Bb BB B2
Random: 5b7d78d32e6cc975ad62c29fc5936b3f4f930a4c93490df7eb1d1fbee625055¢ 0BaB: B0 60 Ga BB B8 8O 86 66 1d 6@ 17 B0 18 668 Od
Session ID Length: @ 06be: 1c B0 la 66 81 B6 B3 ef ef 85 61 85 03 84 61
Cipher Suites Length: 92

oot i sbosd 80c8: 83 ee ee ed ed 83 81 B3 83 82 81 62 83 08 108

0030 d3 24 7c cd 71 1d 21 6f 16 03 01 00 df 01 00 00 $| -0 == === 00dO: Be B0 Bc B2 68 32 B8 68 74 74 70 2f 31 2e 31 S N2n NG

0040 db @3 03 5b 7d 78 d3 2e 6¢ c9 75 ad 62 c2 9f c5 "'[}X'- l-u-b--- == Info: TLSv1l.2 (IN), TLS handshakel Server hello (2):

0050 93 6b 3f 4f 93 @a 4c 93 49 0d f7 eb 1d 1f be €6  -K?0+:L+ I-----+-

0060 25 05 5c 00 00 5¢c cc a9 cc a8 cc aa c@ 30 cO 2¢  %-\:-:\:: :---:0-, <= Recv SSL data, 44 bytes (0x2c)

0070 @ 28 c0O 24 cO 14 co 0a 00 9f 00 6b 00 39 ff 85 B T (S .

2080 90| cA' 00 88 06 B1 00 94 00 3d 00 35 00 o 60 64 hsesesee . NP 066B: B2 0O BB 28 B3 B3 62 cb 53 43 31 f5 bc 24 96 71 ...(..b.SC1..$.q

0090 @ 2f cO 2b cO 27 cO 23 c0@ 13 cO 09 00 9e 00 67 -/ -+-"-H# +ore.-. g P010: 2d 12 13 65 1c aé fc bl e3 18 e8 28 52 23 85

0020 00 33 00 be 00 45 00 9c 00 3c 00 2f 00 ba 00 41 +3: B <o/

00b0 c@ 11 cO 07 00 05 00 04 O 12 cO 08 00 16 00 Qa -« :::::: e 0020: d4 76 d9 e9 e3 f8 00 B0 3d 60 60 0O 5

00co QORI uaol N8 e o esseae ! == Info: TLSv1.2 (IN), TLS handshake, Certificate (11):

00do 6f 63 61 6C 68 6f 73 74 00 0b 00 02 01 00 00 0a ocalhost ««++:v--
<= Recv SSL data, 1131 bytes (Bx4éb)

0BBO: Bb B B4 67 B0 B4 64 BO B4 61 30 82 B4 5d 30 82 ...

0010: B3 45 ab B3 02 01 B2 B2 B9 B0 90 25 c5 9b 59 53 .

0020: 6a 34 30 Bd 06 B9 2a 86 48 86 f7 Bd 01 81 Bb 85 j40...%.H
6030: 8O 38 7b 31 Bb 38 B9 06 B3 55 B4 B6 13 B2 43 4e .0{1.6...U....
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